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The School's Lnformation Communication Technology Policy is part of the School Improvement
plan and Computing action Plan. 1t relates to other policies including those for hehaviowr and
for personal, social and health education (PSHE) including Relationships. The Computing policy
has heen auritten by the Computing subject leader.

Lntroduction

The use of technology is an integral part of the national curriculum and is a key skill for
everyday Life. Computers, tablets, programmable rohots, digital and video cameras are o few
of the tools that can he used to acquire, organise, store, manipulate, interpret, communicate
and present information. We recognise that pupils are entitled to guality hardware and
software and a struchured and progressive approach fo the learning of the skills needed to

The Computing Curriculum has heen planned to bhe mastery of o hody of subject- specific
krowledge designed specifically to meet the needs of owr children.

At Holtsmere End. Junior School awe helieve that the skills are the bg—prod)u;ci: ;o{ the Jmowlxzd,g,a,

not its PUrpOAL.

Lwning, is dzjln@d as an alteration of the Lon;g,—term MeIMOrk.. I# n,oi'hmg haos altered in Lon;g,
ferm INRIMOTY, n,oﬂumg, has heen learned. Th;u‘z({,om, the Compub;ng Curriculum has heen plamwd
amor,ding,l% to ‘muke Juwwl,edg,a stick’.

At Holtsmere End Junior School we krnow that A/o,oo.bulau& size is related. to academic success,
and /sdwolU\g s cracial {,or umrm,suvg, the hreadth ,odf. A/,ombuban&. Skills .and kmowl,e,dg,z &or the
ﬂibgm}mzwaiduﬁipzdm\dwzmnﬁpmﬁc. SkiUﬁﬁiariwiﬂ\mmWﬂthNzrbzg.
E/r,plorz, consider, uw;zﬁh,g,ate

Knowlﬂ,dg,e is to learn” and will he kwaL M

H.ooks to m;g,a;g,e;childrmwillbzplmnzd{orﬂnd/s}wuldb.QNwizdwiﬂxa{omnnmﬂl
miz#a/:iﬁ where po&sibl.e. Chollzng,e and Choice should he incuded in most lessons .or some {orm
of differentiation clearly identified. Differentiation will always focus on how children can



demonstrate their subject specific ability and not have a harrier o this, for example their ability
to write. Planned opporfunities {Jor cross curricular Awriking il he included, where appropriate.

Intent Statement

At Holtsmere End Junior School, e deliver the computing National Curriculum objectives
through the Purple Mash Scheme of learning. Via Purple Mash, computing is organised
into three core strands outlined in the National Curriculum: computational thinking, digital
literacy and. information technology. These three strands .are taught through a weekly
compiuting lesson. We support the children to fine tune their research and data gathering skills
wsing ICT . Through this approach we aim to give our pupils the life- skills that will enable them
fo use computational thinking and creativity to understand and change the world.
wie recognise the importance of Computing and its importance in an everchanging fechnological
world. We want all pupils to develop a love for computing and strive to reach their full
potential with the sast array of fechnology available to them. We strive to develop technological
curiosity and provide pupils with fun, inspiring computing links within owr curriculum.
Memorable experiences through visitors and sisitors aim to provide pupils with opportunities to
learn important life skills such as E-Safety. Throughout the computing curriculum, pupils are
challenged to develop as an individual, to onvercome problems, discover new skills and strive to
he empowered by technology.
Our digital Leaders scheme empowers owr young leaders to deliver E-Safety to their peers and in
the future the Infant School.
Qur Vision for Computing:
At Holtsmere End Juniors we helieve that:
- That computing is integral to school life.
- That e-safety is at the core of all computing teaching.
- That computing is able to cater for all children’s individual needs .and is used to

support a range of learning styles.
- That pupils are empowered to take control of their own computing learning and

are able to extend their learning beyond the classroom through increased access

to resources.
. TMWWM@D{WWML@MWMMWW@@WWO{Q

range of fechnologies.
- That pupils .are prepared for the future and the new technology it holds.
- That staff are supported through CPD as they are paramount fo siccess.




We can achiene this mvision bi(,}l,:

« Prowviding an exciting, rich, relevant, and challenging Computing curriculum for

- Helping children to denvelop a range of computing skills awhich will enable them to
make effective use of resources for themselves.

- Encouraging all pupils to have the confidence to experiment with new software

- Denveloping an understanding of when computing can give guicker or hetter
resilts than other methods and also when it might be inappropriate o use

- Helping children to gain a sense of achievement by denveloping the patience,
resilience and persistence to realise their ideas and recognise the possibilities of
going wrong without the [eeling of a sense of failure.

Qur aims for computing education are to ensure that all pupils:
- Are provided with a relevant, challenging, and enjoyable curricubum for ICT

- Meet the requirements of the national curriculum programmes of study for

- Use computing as a tool to enhance learning throughout the curriculum.

- To respond. fo new developments in technology.

- Too 2quip pupils with the confidence and capahility to use computing throughout

- To enhance learning in other areas of the curriculum using computing.

- Too demelop the understanding of how to use computing safely and responsibly.

The national curriculum for computing aims to ensure that all

- Can understand and apply the fundamental principles of computer science,
including Logic, algorithms, data representation, and communication

- Can analyse problems in computational terms, and have repeated practical
experience of writing computer programs in order to solve such problems

- Can evaluate and .apply information technology, including new .or unfamiliar
fechnologies, analytically to solve problems.

- Are responsible, competent, confident and creative users of information and
communication fechnology.




Principles for the use of computing

Computing education is important becawse:
change the world.

- It equips pupils with skills, strategies and knowledge that will enable them to
reap the benefits of the online world, whilst being able fo minimise risk to
themselves or others.

- It has deep Links with mathematics, science, and design .and technology.

- It provides insights into both natural and artificial systems.

- It equips pupils to create programs, systems, and a range of content.

- Lt ensures that pupils become digitally Literate af .a suitable level for the future
workplace and as active participants in a digital world.

- It prepares pupils to participate in a rapidly changing world in which work and
leisure are increasingly transformed by access to new technologies.

- It enables children to employ computing to access ideas and experiences from a
wide range of people, communities and culbures.

- It increases capability promotes initiative and independent learning and the
ability to be selective about its uuse.

- It can motivate and enthuse pupils.

- It can help pupils focus and concentrate.

- It offers potential for effective group working.

- It has the flexibility to meet the individuwal needs and abilities of each pupil.

Teaching and L earning

Safeguarding

EI‘L/SJ.U‘ULg, the /sam ;o# pw,:v.bs and /sba# s o{ JPrinory i,m,p,orban;cz. SWNAAI\% pro,c@dum/s are
described throughout this policy and are in place to safeguard all members of the school
c,onmum;.b& C)abzr bullw is taken wwwsh& in our school and .all ACWWAU\Q, Jprpc@dunz/s
should. be followed. with regards fo the use of electronic devices

Lmplementation

Computing teaching will deliver the requirements, through our half-termly units. Our
Computing progression model is broken down into three strands that make up the computing
currbeulum. These are Computer Science, Information Technology and Digital Literacy.
Computer Science underlines the knowledge and skills relating to programming, coding,
algorithms and. computational thinking. Information Technology underlines the knowledge and.




skills relating to communication, multimedia .and data representation and handling. Digital
Literacy underlines the knowledge and skills relating to online safety and technology uses all of
which are comvered. weather combined or discreetly.

We use.and. follow the Purple Mash scheme of work from Year 3-6, ensuring consistency and
progression throughout the school.

We recognise that computing is a specialist subject and not all feachers are computing
specialists. Computing lessons are taught by owr teaching staff with additional support from
our member of staff in charge of Computing and through training provided by 2Simple.. The
Purple Mash scheme of work enables clear converage of the computing curriculum whilst also
providing support and CPD [for less confident feachers to deliver lessons.

Lessons are broken down into weekly units, wswally with fwo units taught per half-term. Units
are practical and engaging and allow computing lessons to be hands .on. Units conver a broad
range of computing components such .as coding, spreadsheets, Internet and Email, Databases,
Communication networks, touch typing, animation and online safety.

When teaching computing teachers can follow the children's interests to ensure their learning is
engaging, broad and halanced. Teachers should ensure that ICT wvdmmpubm,g,mp,abihb&m
also achieved through core and foundation subjects and where appropriate and necessary ICT
and computing should be incorporated into work for all subjects wsing owr wide range of
interactive ICT resounces.

Through our Purple Mash subscription owr teachers can deliver thematic, cross curricular
lessons that also follow children’s interests and. provide flexibility. Purple Mash has .an online
portal of age-appropriate softuware, games and activities os well .as topic materials and
materials o support children’s learning in other subject areas for all key stages.

Computing lessons will also use the Purple Mash software to ‘make music’ using the 2Sequence
program, WWWWWZAWM@»MﬁMWWm&hWﬂVDM@h
spreadsheets using 2Calculate

As a achool we will also ensure that a Remote me‘ng Plai{orm (Go,ogla dﬂwooxn) is
eskablished, so that children can access education remotely .

N.ational Curriculum

Buy its sery nature the Computing Curriculum is Liable to change frequently. The plan for
denveloping the curriculum and managing changes is outlined in the school’s Computing Action
Plan which is updated at least once a year by the Computing Subject Leader. Lt includes
proposals for future development of the curriculum, wse of resources, staff training needs and
Long-term replacement of hardware. Not all the required changes can he made in the short term
hecause of the cost and training time involved. The delivery of the computing curricuum Key
Stage 2 will be taught through a curriculum devised by Purple Mash



Objectives

By the end of key stage 2 pupils should be taught to:
- Design and write programs that accomplish specific goals, including controlling

or simulating physical systems; solve problems by decomposing them inko

smaller parts

- Use sequence, selection, and. repetition in programs; work with variables and
narious forms of input and outpul; generate appropriate inputs and predicted
outputs to test programs

- Use Logical reasoning to explain how a simple algorithm works and to detect
and correct errors in algorithms and programs

- Understand. computer netorks including the internet; how they can provide
multiple sernvices, such as the world-wide web; and the opportunities they offer
for communication and. collaboration

- Describe how internet search engines find .and store data; use search engines
intellectual property; wse fechnology responsibly, securely and safely

- Select, use and combine a mvariety of software (including internet services) on a
range of digital devices ko accomplish given goals, including collecting,

Cross-curricular Links

Computing has mary cross curricular; computing is ukilised in other areas of the curriculum
where children use their digital literacy skills to create content in subjects such as Mathematics,
English, History, Science and Design and Technology.

Special Educational Needs

At Holtsmere End Junior School, we aim to enable all children to achieve to their full potential.
This incudes children of all abilities, social and culbural backgrounds, those with disabilities,
EAL speakers and SEN statement and. non-statemented. We place particular emphasis .on the
Hexibility technology brings to allowing pupils to access learning opportunities, particularly
PupibswiihSEN and disabilities. With this in mind, we will ensure additional access ko
i@chmlo%iﬁpnomdzd Woughom%zﬁchooldw&andmmmzmbz%ondthzﬁdwol dm&

Assessment, Mon.iboring, and Envaluation

Teachers rzgularlg, OLERES wpabxlw& ﬂ’wough ohsernvations and lopking ok L‘,OXTLPlfiZd JOTR. Kw&
Dbd',ecii/\/mi:o bzuﬁﬁmﬁzdmzbakmpomﬂmmi‘bomlwuwlumi‘p mk@gmmuhngﬁkdlﬁ




zach term. Assessing ICT and computing work is an integral part of feaching and learning and
central to good prachice. As assessment is part of the learning process it is essential that pupils
are closely involued.

Computing work is saved in the childrens” folder in Purple Mash. This will provide & years of
Auork. .

Monitoring standards of feaching and learning within Computing is the primary responsibility
of the Computing Lead and SLT. Monitoring enables the SLT to gain an osverview of Computing
and ICT teaching and learning throughout the school. This will assist the school in the self-
envaluation process identifying areas of strength s well as those for development. In
monitoring the guality of Computing and ICT teaching and learning, the Computing Lead and
SLT il

o Ohsernve i:e,a,dmng, anud Lwrm,mg in the classroom.
e Hold discussions with teachers and children.
o Anul)*sz children’s work

° Emmmzplmandteudung/shdmib WQMCDNUWD/A:WCDWMUDBA-
curriodlar ICT

Staff Development

At Holtsmere End Junior it is wvikal that .all feachers are confident and competent in the use of

compiuting:

- Scheduled. pupil nvoice sessions and learning walks steer changes and inform
fraining needs.

- We want ko provide professional growth by identifying and considering each individual
staff s needs and aspirations and the school's needs.

- Staff are encouraged to improsve their own performance and that of others and are
encouraged to learn and develop effectively.

- Training for staff and gonvernors is relevant to their needs and wtimately positively
impacts on the pupils.

- We are commilted to ensuring equality of opportunity and inclusion in the development of .all
staff.

- Staff understand the impact that the development of people has on the performance of owr
achool, on our teams and on individuals.

- The Senior Management Team is supportive of the development of all our staff.

Resources:

H.ardware

At Holtsmere, a range of resources are anvailable, which /smm Asupports ;d.dwzr),ng, the
Compuhngwriummmdmablmalllwm/sbo rmchithpoiznhal




All feachers hane one computer in their room which is connected to the school network and gives
access ko school resources, softare and the Internet. Each class has Touchscreens which have
replaced the traditional Smarthoards. Each classroom also haso 2 I-P.ads (supplied Autumn
2021).There are also 16 P.ads to support learning (purchased October 2020); a set of 1S iPads
that can be used in classrooms to support Lexia and the afternoon curricubum. We have also
purchased (Autumn 2021) .a set of 30 Chrome hooks .and trolley to be used in Year 6. AUL
hardware appliances are audited each year and updated .as hardware is changed or added. At
Holtsmere End we have .a commitment to renew equipment regularly to reflect current and
denveloping technologies. Resources are suitably maintained and replenished when needed, which
s onverseen by the Computing Leader and Lntermit. Each feaching member of staff is prosvided
with o school Laptop which is registered. in line with DJES regulations. Envery staff Laptop is
encriypled for added security. Their wse is monitored in the same way as the school computers

povpn

o Ereryone must Log .on to the school network wusing their secure Log on.

o All machines should he locked when the user is away from the machine

e Only machines accessing through the netuwork server are allowed. (no personal
Jmadu,rwﬁ/or}wndhdddﬂ/m@s).

A full hardware audik will be carried out. This is to make sure that equipment can he located at

all times, s well as monitoring when hardware is becoming outdated. Teachers are each

responsible for the computers in their room and share responsibility for the computing suite.

Each teacher is asked to sign an Acceptable Internet Use Statement. Staff hare training in Data

Protection and Information Security. The I-Pads must always be placed in the correct slot so

they can be easily accounted for and the trolley must be Locked. in the Headteacher's Office for

added security. The Chrome Books must always he placed in the correct slot so they can bhe

easily accounted for and the trolley must be placed in the Year 6 cuphoard for added security.

Cameras and Video Cameras

Cameras are available in school and are shared beteen staff. Staff also have use of P.ads
which can be used to record images and video, as well as sending messages, videos and
pictures mia Marvellouws Me. Once staff have finished with images, they are actively encouraged
to remone images and copy them onto the school system. School cameras .and iP.ads are for
school use only and should. not be taken home. Staff members should not wse personal
equipment (cameras or mobile phones) to take photographs or other images of pupils. ALl
images taken using the school cameras or IP.ads should be uploaded onto the network and if
reqpired for records or classwork, printed out af school. Staff should not keep images of pupils
on their memory sticks. Consent for using images of pupils for wse on the school's newsletters,
wehsite or for media purposes is obtained [from parents upon enrolment fo school.




Mobile Phones

The wse of mohile phones and other digital devices by pupils in school is not permitted. Phones
brought to school by pupils are done so .at the owner's risk and are the responsibility of the
pupil. Pupils in Year S and 6, who do bring phones into school, have the device Locked. in a
fling cuphoard for the day and handed hack to them at the end of the school day. The use of

mobile phones by staff is only permitted when pupils are not present or in the staff room.

Lnteractive Whiteboards

Each class within school has a T.ouchscreen Interactive Whitehoard and teachers
are monitored fo ensure they are being wsed fo their full potential. Where
appropriate, lessons make use of digital resources and .are interactive as to ensure
that the children are fully stimulated and enthused.

Software

A wide-range of soffuware is anvailable on the network to suik the varied. curriculum that we
coner. There is a sutable selection of software onvailable to facilitate the feaching of computing
and create cross-curricukar links. Software is always downloaded onto the school network. An
andit of all software and Licernces is kept. This audit is updated regularly. Computing resources
are valuable and sensitive to the erwironment in which they are stored. Care should he taken
when rnoning them around school.

Health and Safety Issues in Computing.
As in all subjects, health and safety aspects need to he considered, planned for and risks
rmw;vzdw}wzp,o&siblz. Inmm{uiiing,auu/szrxsxw@dto bznwdzawarzﬂ\aitor@du&rmkzs,o#

injury, ae need to:

- Use of correct seating ahenever computing is used.

- Ensure that there are adequate ventilation / air changes.

- Moonitors should he checked for height and angle of sview and moned if
necessary (placing them hack hefore learing the equipment).

- Ensure cabling is made secure and kept out of sight wherever possible




The Internet
The Im,lm)ri'nm of the Internet in School:

The purpose of Internet access in school is to raise educational standards, to support the
professional work of staff and to enhance the school’s management information and business
administration systems. The statutory curricuum excpects pupils to learn how to locate, retrieve
and exchange information using computing. T.o deliver the curricubum, feachers need to plan
for and make use of communications fechnology. Access to Life-long learning and employment
their use. Home and social Internet use is excpanding, and it is now an important part of
learning .and communication during leisure time. It brings pupils into contact with a wider
range of information, the scope and nature of which may or may not he appropriate for the
pupil. Whilst we cannot be responsible for internet wse outside of school, .at Holtsmere End
Junior School we feel it is important to work with children and parents to ensure that all are

in{orm@dmhowioﬁm%ﬁﬂ{zmdu&ﬂﬂzmwmﬁponﬁiblg.

Axcess to information from National Online Safety -
hitps: //nationalonlinesafety.com/
will be sent home and dmpiag,e,d on Parent' s Forums nz,g,ubo.rl%

PREVENT .and Radicalisation 5.4

(0) Radicalisation is defined .as the act or process of making o person more radical or
favouring of extreme or fundamental changes in political, economic or social conditions,
institutions or habits of the mind. Extremism is defined .as the holding of extreme political or
religious mviews. The Gomerning Body at Holtsmere End Junior School has a zero-tolerance
approach to extremist behaviour for all school community members. We rely on owr strong
wolues and. ethos to steer our awork and ensure the pastoral care of owr children protects them
from excposure to negative influences. Holtsmere End Junior School is fully committed to
safeguarding and promoting the welfare of all its children. As a collaboration, we recognise
that safeguarding against radicalisation is no different from safeguarding against ary other
wvidnerability and therefore we feach children how fo use the internet safely and what to do if
MMWMMWUMM Allﬁbu#undpupilﬁmzwx:pfwbzdib upholdan,d
promote the fundamental principles of British malues, incuding democracy, the rule of Law,
individual Liberty and mubual respect, .and tolerance of those with different faiths and heliefs
hoth orline and inside of school. We teach regular E-Safety sessions awithin school to promote



https://nationalonlinesafety.com/

safe internet use and. this complements the key British V.alues” of tolerance, respect,
understanding, compassion .and harmoniouws Lving.

How are the risks assessed?

At Holtsmere End Junior School, we understand that in common with other media such as
magarzines, hooks and wvideo, some material available via the Internet is unsuitable for pupils.
It is difficult to completely remone the risk that pupils might access unsuitable materials svia the
school system but we have a number of systems in place to Limit these risks.
- The use of computer systems awithout permission or for purposes nok agreed by
the school could constitute a criminal offence under the Computer Misuse Act
1990;
- Methods to identify, assess and minimise risks are constantly reviewed by the
school, in partnership with the Local Authority.
- Staff, parents, gomernors and. advisers work to establish agreement that every
rm&owalznwzbsbw\gm.
- Children are regularly given e-safety training at least af the start of every term
50 that they are aware of how to keep themselves safe, minimise excposure to
unsuitable material .and how to report anything that they feel is unsuitable.

How does school ensure Internet access is safe?

Our internet service is pro)\/idzd b% Interim and at Holtemere End Jauunior School e are ﬂmrfaporz
,pnoi:e,d@db)&ﬂwLA mmwuumg&éﬁiynw}ud\usmw&amuib%lntarm There are
xmmm\dprocedwmmplmio ,ddfizwwuiiablzwzb&t@si}voughglobﬂlandbml

° OWQMWW@L&WRA&QWWL@VA.

° Imppnopr)uai‘z sites are then Wzd at Local lenvel.

Tmchzrzsmnmup@siﬂwt/siiwso{ eduwcational malue are unblocked. The relenvant site will, i
authorised. he Pws/s.@cl.i:o Interim @or wmbl,odung, Sb@% are allowed to use Y.oul uwbe links, hut
irsert these links into J’mttpzs://)\/bdzo.link/ to zn/swzzsapf mxmtmdmplagzd

In school, children are taught how to wse the internet to search for information. They are
taught the skills necessary to do this and .also about its appropriateness and safety
e Pupils and feachers are informed that Internet wse is supervised and monitored;
® The school works in partnership with parents, the LA, DJE .and the Infernet
Serwice Provider to ensure systems to profect pupils are reviewed and improved;
o I[ staff or pupils disconver unsuitable sites, the URL (address) and content are


https://video.link/

reported to the Internet Serwvice Provider via the Computing Subject leader;

® Pupils are made cuvare that the writer of an e-mail or the author of a Weh page
might not be the person claimed.

® Pupils are encouraged. to tell a teacher immediately if they encounter ary
material that makes them feel uncomfortable.

e Annually the school celebrate ‘Safer Internet Day’. Howener, computing teaching
should. be widened to incorporate Internet content issues:

o The nvalue and credibility of Weh materials in relationship to other media. The
fendency to use the Weh awhen hetter information may be obtained from hooks
rmay need fo be challenged.

e Pupils are taught ways to malidate information hefore accepting that it is

® Pupils are taught to acknowledge the source of information, when using Lnternet
makerial for their own wse;

® Pupils are taught ot .an age appropriate level about the dangers that the internet
exposes and. are taught how o keep themselues safe.

How is security of school computing systems maintained?
The Internet is a connection to the outside world that could compromise system performance or
® Security strategies are discussed and reviewed with the LA on a regular hasis.
o The security of the whole system is reviewed with regard to threats to security from
Internet access.
e Virus profection is installed .and updated regularly.
o Staff and Pupils scan any data storage devices before connecting them o the
achool netuwork.

How is Internet access authorised?

AWl staff sign an agreement of responsible internet wse when they join Holtsmere End. At the

heginning of Year 3 Pupils are read the Computer Policy and asked to sign the sheet. They are

then reminded of this each year with the irwitation to discuss ary concerns that may arise from

it resigning it every year. Exveryone has a personal log on for which they are responsible. Log

On's .are monitored by staff and Interim. Additional Log On's are requested. through the

Computing Subject Leader and are created by our tech support from Interim.

® Internet access is a necessary park of the curriculum. It is an entitlement for pupils based .on
responsible use.

e Parents are informed. that pupils are provided awith supernvised Lnternet access

o Parents, pupils and staff are asked to sign a responsible use agreement form.




e Children are now asked to review this responsible use form each year & sign ik
again os park of their class.

Responsible use agreements:

AWl staff at Holtsmere End must agree to the following before using any piece of compiuting

eapuipment: The computer system is owned by the school and is made available to staff to

enhance their professional activities including teaching, research, administration and
management. The school has .an Acceptable Internet Use Policy drawn up to protect all parties -
the pupils, the staff and the school. The school reserves the right to excamine or delete any files
that may be held .on its computer system or to monitor ary Lnternet sites sisited.

® Access should only he made via the authorised account and password. that
should not be made available to .any other person.

o The security of the computing system must not be compromised. whether owned
by the school, by Hertfordhsire County Council or any other organisation or

e Sites and materials accessed must be appropriate to work in school. Users awill
recognise makerials that are inappropriate and. should expect to have their
access remoned.

® Users should not deliberately seek out inappropriate or offersive materials on
the internet (LA’s recommended guidelines will be followed if needed).

o Users are responsible for all e-mall sent and for contacts made that may result
in e-mail bmng receinved.

® The same professional levels of language and content should. be applied as for
letters .or other media, particularly s e-mail is often forwarded.

e Posting anonymous messages and forwarding chain letters is forbidden.

o Copyright of materials and intellectual property rights must be respected.

o Anything transferred. from the school network with sensitive data in it i.e.
children’s names and dates of birth must be password protected. This includes
2-mails and the learning platform.

® Only encrypted portable memory devices are to be wsed in school. Any sensitive

data should he protected by 2 levels of security 2.4. encrypted vault and
encriypted file with separate passwords. Sensitive dakta i.e. anything with a
child’s name on it, should never be attached to the school learning platform.

e Only school equipment is to bhe used on the school network and internet system.
Personal Lapi:opfa and other mobile denvices mdu,dmg 3G /4G mohile phonm are
not to be connected to the school system. ALl Internet use should be appropriate
to staff professional activity or to students education.



Howewner, please note that:
® The school's computing system may be used to follow legitimate private
interests, providing school wse is nok compromised.
® Use for personal financial gain, gambling, political purposes or advertising is
forhidden.
o Closed discussion groups can be useful but the use of public chat rooms and
social nebworking is nok allowed.

Staff should sign a copy of the Acceptable Use Policy and. return it to the Headteacher.
ALl Children at Holtemere End Junior Schookmwstﬂgfzziowszﬂllwupmmiwiihrmpmm
safely.

How are co ints r. ing Internet use handled?
Prompt action is required if a complaint is made. The facts of the case need to he established,
[for instance awhether the issue has arisen through Internet wse inside or outside school.
Transgressions of the rules could incude minor .as well as the potentially serious and a range
of sanctions will be required, linked to the schools hehanviowr policy.
e Responsibility for handling incidents are given to senior members of staff;
® Parents and pupils will need to work in partnership with staff to resolve issues;
® As with drugs issues, there may he occasions when the police must be
contacted. Early contact will he made to establish the legal position and
discuss strategies;
e A pupil may have e-mail, Internet or computer access denied for a period of time depending
on the nature of the incident.

How is parents support enlisted?

Internet wse in pupils homes is increasing rapidly. With the lockdown, and Year 6 accessing
Guoogle Classroom for homework, the children will be more than Likely accessing Remote
Learning from home. Unless parents are aware of the dangers, pupils may have unrestricted
access fo the Internet. The school may be able to help parents plan appropriate, supernvised wse
of the Lnternet at home.

* A careful balance hetween informing and alarming parents is maintained;

- As and when needed, demonstrations and practical IT sessions for parents are organised. fo
encourage o. partnership approach;

- Joint home / school guidelines on issues such as safe Internet wuse will be established and
Literature from trusted child safety partners will be passed to parents.



C.ommunication .and Collaboration
E-mail

E-mail is now an essential means of communication within education and in the wider world.

- Pupils need to use e-mail as part of the National Curriculum 2014 Ciurriculum.

- Pupils in KS2 are excposed. fo the principal on emails through the Curriculum.
Where through their time at Holtsmere they are excposed to emailing
several fimes in units of work they complete.

- All children are cuware that e-mails sent through the school system .are filkered.

- Children are made aware that in-coming e-mail is regarded as public. Received
e-mail may be examined and could, for example, be pinned fo a nofice board
for collection by pupils;

- Pupils in KS2 .are .allowed. to access personal e-mail from the school system; and
are taught to use it responsibly. A wide range of rapidly developing
communications technologies hove the potential to enhance learning.

When using communication fechnologies, the school considers the following as good practice:
The ,O,Mijcial achool email sernvice maly he r;z,g,ard@d as /sa#_ and secure and. is monitored. Users
should be aware that email communications are monitored. Staff and students / pupils should
therefore use only the school email service to communicate with others when in school, or on
school systems (e.4. by remote access).

- Users must immediately, report to the nominated person - in accordance with the school policy,
the receipt of ary communication that makes them feel uncomfortable, is offensive,
discriminatory, threatening or bullying in nature and must not respond to any such
conumuunication.

- Any digital communication between staff and students / pupils or parents / carers
(email, chat, VLE etc) must be professional in ftone and content. These
communications may only take place on official (monitored) school systems. Personal email
addresses, texdt messaging or social media muskt not be used for these communications.

- KS2 will be provided with individual school email addresses for educational use

Profiles

Online profiles need to he discussed. with children as part of their e-safety training. Children
are made aware of the dangers in releasing personal information and are taught to assess risk.
Children .are made aware that once something is posted on the internet it is rery difficult to
remone (digital footprint) .and they are taught to keep their information safe. Children may
create online profiles and avatars in secure places e.g., school blogs.



Publishis =

At Holtsmere End e recognise the emciting opportunities that publishing online presents. By

publishing work online, children are given a fantastic opportunity to gain a world-wide

audience for their work. We want to encourage this but to also encourage responsible use.

- Copyright is always respected.

- Author s own awork is always recognised.

- Appronval is always sork from an adult before uploading to the weh.

- Public chat rooms are not .allowed. in school; howenver, children may use managed notice
hoards and discussion Grolps.

- Children’s images should only be shared after seeking permission from an adult and should

Video Conferencing

This is hecoming .a widely recognised and wsed educational tool. It allows more personal

communication and collaboration but must .always be wsed responsibly and safety.

- Conferencing and. wehcams may only he wsed when .a member of the feaching staff

- A safe portal must be used.

- When not in use the wehcam or recording equipment must have lens cap closed or
he disconnected.

-Onl)&d\il,drmwiﬂ\pzrnuﬁ/sw;mto /s}wzﬂwmggzs}wuldbzummngbmm
broadcast.

At Holtsmere End Junior School we have a fantastic website that we hope to publish work of a

high standard. Our weh site celebrates pupils” work, promotes the school, informs parents of up

and coming events, enables them to read school policies .and can be used fo publish resources

for projects or homework. 1t is also wsed to communicate with parents current .and prospective.

As the school s wehsite can be accessed. by anyone on the Internet, the security of staff and

pupils are considered. carefully.

- Home information or indwiduwal 2-mail identities are not published.

- Only pupils who hare permission to use their images are to have photographs published to the
Juehsite.

- Full names will not be used anyuhere on the Weh site.

- Children’s names will not be placed next to viswal media.

- ALl publishing rules apply (copyright, authors recognition, feacher’s permission needed before
publishing).



The school is aware of the health and safety issues irwolved in children's use of ICT and

- All fuxed electrical appliances in school are fested by .a LA contractor every five years and all
portable electrical equipment in school is tested by an external contractor every twelve months.
It is adwnised that staff should not bring their own electrical equipment in to school but if this
s necessary, then the equipment must he PAT fested before heing used in school.

- Diamaged equipment should be reported to the Technician, Computing Coordinator and
Headteacher awho will arrange for repair or disposal.

. C}uldrmﬁwuldmipxiplugﬁudoﬁodwiﬁorﬁwiidxﬂmmmgn.
Trﬂdmglmdﬁﬁhouldbzmudzﬁﬂ#b.@hmdﬂmwpipmmt
-Liqxﬂd&mu&imibzbakmxmﬂwmmpuiyﬁ

- E-safety forms an integral part of the curriculum and the school's Digital Leaders will deliver
further education through assemblies fermly .and parent presentations biennially.

Security

- The ICT .and computing technician /eoordinator will be responsible for regularly
updating anki-virus soffware.

- Use of ICT .and computing will be in Line awith the school's “acceptable wuse policy .

Allzsbaﬁ:, Npmmﬁmdphildrmmmiﬁi,gnam%o#ﬂrmﬁd\Dolﬁ AUP.
- Paarents will he made auare o{ the ‘A,ccipi‘ablz Use Polbog’ at school entry.



Skills .and Progression | adders

Computing Progression N.C. Statements KS2 Year 3

Select, use and combine
a wvariety of soffware
serwices) on . range of
digital devices to design
and create a range of
programs, systems and
content that accomplish

Children can carry, out
simple searches to
retrieve digital content.
They understand that to
do this, they are
connecting to the
internet and using a
search enging such as
Purple Mash search or
internet-wide search eng

2Graph. Children can
consider swhat software
Ls most appropriate

for  guuen task. They
<an create purposeful
content to attach to

emails, 2.4. ZRerpond




Computing Progression N.C. Statements KS2 Year 4

Select, use and combine
a wvariety of software
sernices) on 4 range of
digital devices to design
and ereate a range of
ing, ing,
information

Children .are able to
make improsvements to
Aigital solutions based
on feedback. Children
software choices when
and data. They create
linked content using
. range of. soffuware
such .as 2Connect and.
2Publishs. Children
share digital content

Le. using Virtuol
DA‘&PJA]A(J Boards.




Computing Progression N.C. Statements KS2 Year 5

Select, use and combine
a wvariety of software
sernices) on 4 range of
digital devices to design
and ereate a range of

Children .are able to
make appropriate
improsvements to digital
solutions based on
feedback recaived and
comment on the success
of the solution. 2.g.
program to meet a
design brief using
2Code. They objectively
resiew solubions from
sthers. Children are
able to collaboratinely
create content and
features within software
such as collaborative
mode. They are able to

wse several woys of
L.e. 2Blog, Disploy
Boards and 2Email.




Computing Progression N.C. Statements KS2 Year 6

W.orld Wide Weh.
Children know
shat.a WAN and
LAN are and can
describe how they
access the Internet
in school

Children readily apply
Jilters when searching
They are able to explain
in detail how credible a
webpage is and the
TWWQTW
sources and. are able to
rate them in ferms of

accuracy. Children use

Children make clear
connections to the
oudience when
Aigital content. The
to become o content
creator on the Internet,
2.g. 2Blog. They are
able to use criteria. to
amaluate the quality of
Aigital solutions and
are able to identify
some refinements.




Staff Acceptable Use Agreement & Code .of Condict
SO s et s et et et e e e e e e OAGNORURE

ICT (mdudmg;dﬂi‘ﬂ) MWrMWMMWMmMonNM(MWm
sharing), the internet and mohile devices are an expected part of our daily working Life in
school. This policy is designed to ensure that all staff are aware of their professional
responsibilities when wsing arwy form of ICT. ALl staff are expected to sign this policy and
follow it .at .all times. Any concerns or clarification should he discussed. with the school
headteacher

I. I acknowledge that ICT includes .a wide range of systems, including (but not encclusively)
mobile phones, digital cameras; email, online cloud services and social nebworking. ICT use
may also include personal devices when used for school business.

2. I will only use the school’s data sharing/ email / Internet / Intranet / Learning Platform and
arvy. related technologies for professional purposes or for uses deemed ‘reasonable and
appropricte’ by the Headteacher or the Gonverning B.ody.

3. I il comply with the ICT system security protocols and not disclose, publish or share any
data or passwords provided to me by the school or other related authorities. I will nok use
personal accounts for work-hased activities in ary way.

4. T will ensure that all electronic communications with students .and staff are compatible with
. professional role.

S. I will not disclose my own personal details, such .as mobile phone number and personal
emall address, to students. This also includes sharing school-based data in systems not
endorsed by the frust.

6. Staff must not for any reason become digitally associated (2.g. “friends / buddies) of
students either internally or externally on ary form of social networking site.

7. I awill only wse approved, secure email system(s) for any school business.

8. I will ensure that personal data (such as data held .on MIS software .or other official
systems) is kept secure and is wsed appropriately, whether in school, taken off the school
premises or accessed remotely. Personal data, concerning staff and students, can only bhe taken
ouk of school or accessed remotely, when authorised by the Headteacher or the Gonverning B.ody.
Personal or sensitive data taken off site must be encrypted. Sensitive data must not be shared or
sent to external parties, without explicit permission from the Headteacher.

9. I will not install ary hardware or software on school the site or provided. equipment without
permission.

10. I understand the risks and will not try to upload, download or access any materials which
are llegal or inappropriate or may cauwse harm or distress ko others; nor will I try to wse any
programmes or soffware that might .allow me to bypass the fltering / security systems in place



swhich specifically prevent access to such content. |1, By using IT facilities or by connecting
eapipment (own/school provided) to school systems you agree to the trust using filtering and
monikoring soffware to ensure child safety and learning is focused upon.

12. If using school owned devices, I understand that the abore may also be enabled if the
dewice is taken off site.

13. I will not browse, download, upload or distribute any material that could be considered
offensive, illegal or discriminatory, or bring the organisation into disrepute.

l4. Multimedia (including images/video) of students .and/or staff will only be taken, stored and
used for professional purposes in line with school policy and with awritten consent of the parent,
carer or staff member. Lmages will not be distributed outside the school netuwork without the
permission of the parent/ carer, member of staff or the Headteacher.

15. I understand that all muy use of the Internet and other related technologies can be monitored
and logged and can bhe made available, on request, by the Headteacher. 16. I will respect
copyright and intellectual property rights and I will adhere to these and data protection Laws.
I7. T will ensure that my online activity, hoth in school and outside school, awill not bring my
professional role into disrepute. 18. I will support and promote the school's E-safety Policy and
help students to he safe and responsible in their use of ICT .and related technologies.

19. I understand this forms part of the terms and conditions set out in muy contrack of
employment. I will only use the official school provided systems for sharing resources and
data. I agree o not share such data outside of the closed systems provided.

21 T il ensure that T will implement robust security, following school guidance in ensuring
the protection of data online.

22. I will not share or communicate privately with students using school provided or aruy other
online communication method. I agree to use only the systems provided. 23. I understand the
need to report ary suspected child protection or data breech concerns directly to the headieacher.
24 . I understand that all wse of school systems will be logged, .and I awill be subject to regular
child protection checks.

25. I understand that .all files / data prodiuced for aork purposes, remains the intellectual
property of the trust.

26. The school remains the right to terminate access to digital sernvices on the grounds of child
protection or park of data presermvation profocols.



